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Members of the Legislative Audit Committee:

This report contains the results of a performance audit of the State Procurement Card Program within the
Department of Personnel and Administration Division of Finance and Procurement. The audit was conducted
pursuant to Section 2-3-103, C.R.S., which authorizes the State Auditor to conduct audits of all departments,
institutions, and agencies of state government. The report presents our findings, conclusions, and recommendations,
and the responses of the Department of Personnel and Administration.
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STATE OF COLORADO
OFFICE OF THE STATE AUDITOR REPORT SUMMARY

JOANNE HILL, CPA
State Auditor

State Procurement Card Program
Department of Personnel and Administration
Division of Finance and Procurement
Performance Audit, May 2002

Authority, Purpose, and Scope

This performance audit of the State Procurement Card Program  was conducted under the authority of
Section 2-3-103, C.R.S,, which authorizes the Office of the State Auditor to conduct audits of al
departments, indtitutions, and agenciesof stategovernment. \We conducted thisaudit accordingto generdly
accepted auditing sandards. We gathered informationin thisreport through interviews, document reviews,
and andysis of data. Audit work was performed between May 2001 and January 2002.

This report contains findings and seven recommendations to help the Department of Personnel and
Adminigtration increase procurement card program efficiency and strengthen controls. We acknowledge
the efforts and assstance extended by Department of Personnd and Administration staff, state agencies,
and others who participated in our audit.

The following summary provides highlights of the comments and recommendations contained in thisreport.
Background

Procurement cards are credit cards used by an agency to pay for small purchases of goods for the State.
Each card has mulltiple controls, such as spending limits, acceptable merchant and transaction codes, and
proceduresfor limiting the State’ sliability in cases such as digputed transactionsand card misuse. Agencies
issue the cards to selected employees, withthe charges billed to the agency. Agencies are responsible for
controlling how their individud employees use the cards. The Depatment of Personnd and
Adminigration’ s Division of Finance and Procurement isresponsible for the statewide implementation and
management of the procurement card program. There are about 9,000 state procurement cards in
circulaion.

Procurement Card Savings

Procurement cards reduce the overal cost of purchasing by providing an automated, el ectronic, fast-pay
process alowing one monthly payment for all small transactionsto asinglebank. The State Controller sets
the small-purchase transaction threshold below which procurement cards can be used. According to the
Divison' sprocurement card program implementationingtructionsthat threshold iscurrently $3,000 or less,
However, agencies are alowed to set their own small-purchase thresholds at any point below the State
Controller’ s threshold.

For further information on thisreport, contact the Office of the State Auditor at (303) 869-2800.

-1-
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According to the Governor’s New Century Colorado 2000 report when astate procurement card is used
for asmall purchase, each transaction costs an estimated $9 less than it would if a payment voucher were
issued and $55 less than issuing a purchase order. New Century 2000 procurement card savings figures
were used by the Department of Personndl and Adminigtration to calculate savings in their 2003 budget
request. Although the State began working on aprocurement card program in 1989 and signed a contract
withacard vendor in 1995, card use haslagged. InFisca Year 2001 only 50 percent of small purchases
were made using procurement cards. This means that half were paid with amore costly payment method.

Our review of state samd| purchase transactions determined that operating cost savings of about $5 million
could have been redlized if procurement cards had been used for al small purchases of $3,000 or lessin
Fiscd Year 2000. In addition, the card vendor offers graduated, total annua dollar volume and average
annud transaction Sze rebate incentives. Using a procurement card for every procurement card small
purchase would have aso yielded totad annual dollar volume rebates of $987,200 in Calendar Y ear 2000
and average transaction size rebates totaling $168,800 in Fisca Y ear 2001.

Based on our anaysis of industry information and the State' s procurement practices, $5,000 appears to
be the optimum small purchase threshold. Raising the threshold from $3,000 to $5,000 would not
sgnificantly change Colorado’s purchasing process. Thisis because less than 1 percent of dl purchases
were between $3,000 and $5,000in Fiscal Y ear 2001. Additionally, the processdifferencefor transactions
between $3,001 and $5,000 are minima. However, raising the small purchase threshold to $5,000 and
requiring card use could have earned the State additiona operating cost savings and rebatestotaling about
$993,300 in Fiscal Year 2001.

The State did not redlize potentia savings from reduced operating costs and rebate incentives because
agencies and inditutions are not required to use procurement cards as payment for purchase transactions
below the threshold set by the State Controller. In addition, agencies and inditutions are not required to
combine purchases madefrom asinglevendor, and thesmall procurement card purchasethreshold remains
amaximum of $3,000.

Procurement Card Controls

Traditional payment systems are costly because they require multilevel approva prior to making each
purchase and verification of ddlivery prior to cutting a payment check. Examining 100 percent of invoices
generated by small purchases adds significant overhead coststo each transaction. More efficient and, thus,
less costly fast-pay procurement card processes rely on sampling of invoices ingead of examining every
amdl purchase. However, fast-pay procurement card processesincreasetherisk of overpayments, fraud,
and misuse occurring and going undetected. According to the U.S. General Accounting Office (GAO),
"The benefits of the purchase card may be subgtantialy reduced if controls are not in place to insure its

proper use.”
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The Office of the State Auditor has found numerous problems in various audits of departments and
inditutions using procurement cards including the Department of Human Services, Colorado School of
Mines, and the University of Colorado. The problemsranged from failure to maintain adegquate supporting
documentation about card purchases to transaction account coding errors and an absence of supervisory
review of purchases.

The Divison's suggested Minimum Card Program Guideines provide a description of the program,
expectations for cardholders and gpproving officids, requirements for obtaining procurement cards, and
suggested training. The Guiddines aso assign primary responsbility for an agency’ s management of the
program. All State cardholders and approving officials are required to Ssign agreementsbeforethecardis
issued that outlineimportant respons bilities and expectations, including acknowledging that the card cannot
be used for persona purchases, cash advances, gasoline, and other prohibited items.

Other dates, federd oversight agencies, and some state departments and ingtitutions have devel oped
mandatory program standards, monitoring, and auditing procedures to control the added risks of their
procurement card programs.

The Divison of Fnance and Procurement has a unique responghility for overdl monitoring of
implementation, operation, and coordination of Colorado Government’s procurement card program.
However, the Divison has not:

* Developed plans, policies, and procedures agencies must use to implement procurement card
controls, including monitoring, training, card transaction sampling plans, and reporting requirements.

* Reviewed agency reportsto ensure and verify the adequacy and cost-effectiveness of procurement
card controls.

» Conducted analysis of card transaction data on a Statewide and agency levd.

* Allocated sufficient resources to its Statewide procurement card program management
responghilities, including assigning appropriatereviewing and monitoring responsbilitiestotheFed
Accounting Services Team.

Asdid many other busi nesses and governments, Colorado implemented the use of purchase cardswith the
intention of diminating the bureaucracy and paperwork long associated with making small purchases.
However, once again according to the GAO, "The benefits of the purchase card may be substantialy
reduced if controls are not in place to insure its proper use.”

Our recommendations and the Department’ s responses can be found in the Recommendation L ocator.



RECOMMENDATION LOCATOR

Rec. Page Recommendation Agency Agency Implementation
No. No. Summary Addressed Response Date
1 18 The Department of Personnel and Administration should maximize  Department of Partialy July 2003
operating savings, reduce annua costs, and maintain agencies  Personnel and Agree
flexibility when making small purchases by: Administration

a

Determining on an agency by agency basis the feasibility of
making all small purchaseswith aprocurement card, including
the identification of alternative transaction thresholds or
methods as necessary.

Mandating the use of procurement cards for small purchases
wherever feasi blethrough statutory changesor executiveorder.

Establishing and charging atransaction fee such asthe $9 extra
cost for a payment voucher as identified by the New Century
2000 report, to offset the extra cost when agencies do not use
procurement cards for all small purchases.

Working with the State Treasurer's officeto establish afund for
the deposit of these fees to be used for administration of the
procurement card program.

Collecting information about cost avoidance and rebate
opportunitiesfor individual agencies and the Statein total, and
incorporatingitinto performancereportinginthe Department’s
annual budget request.




RECOMMENDATION LOCATOR

Rec. Page Recommendation Agency Agency Implementation
No. No. Summary Addressed Response Date
2 21 The Department of Personnel and Administration should increasethe  Department of Agree September 2002
transaction size rebate savings to the extent possible by: Personnel and
Administration
a.  Implementing policies to increase card usage.
b. Informing agencies and institutions about ways to analyze the
opportunity to aggregate purchases such as looking at
frequency of purchases, vendors most often used, and the
average transaction size.
3 23 The Department of Personnel and Administration should consider ~ Department of Partialy July 2003
reducing operating costs and increasing rebates by requiring payment  Personnel and Agree
with a procurement card for purchases of $5,000 or less wherever ~ Administration
feasible.
4 25 The Department of Personnel and Administration should work withthe  Department of Agree December 2002
State Treasurer and the procurement card vendor to perform periodic ~ Personnel and
analysisto determineif the State could net moredollarsby payingearly ~ Administration

or by earning interest on itsinvestments.




RECOMMENDATION LOCATOR

Rec. Page Recommendation Agency Agency Implementation
No. No. Summary Addressed Response Date
5 31 The Department of Personnel and Administration should strengthen  Department of Partialy September 2002
controls over the procurement card program by requiring the Divison  Personnel and Agree
of Finance and Procurement to: Administration
a. Develop plans, policies, and procedures for agenciesto use to
implement procurement card controls. These controls should
cover monitoring, training, cardtransaction sampling plans, and
reporting requirements.
b. Review agency reports to ensure and verify the adequacy and
cost-effectiveness of procurement card controls.
¢. Conduct analysis of card transaction data on a statewide and
agency level as necessary.
d. Totheextent possible, reassign resources or ask for additional
resources for its statewide procurement card program
management responsibilities, including assigning appropriate
reviewing and monitoring responsibilities to the Field
Accounting Services Team.
e. Address policies and procedures for ensuring accountability
and the efficient and use of procurement cardsin the Fiscal and
Procurement rules.
6 33 The Department of Personnel and Administrationshouldidentify trends ~ Department of Partialy September 2002
and risks by scheduling regular reviews of state agency and higher  Personnel and Agree
education institution violation forms. The Department should usethe  Administration

data to improve procurement card regulations and provide training as
needed throughout the State.




RECOMMENDATION LOCATOR

Rec. Page Recommendation Agency Agency Implementation
No. No. Summary Addressed Response Date
7 34 The Department of Personnel and Administration should improveits  Department of Agree June 2003
monitoring of unauthorized and inappropriate purchasing trends by  Personnel and
working with the procurement card vendor to develop and acquire  Administration

transaction data needed to conduct card use analysis on an agency and
statewide level. The Department should aso review the State's
procurement card data needs when the current contract expires.




Description of the State
Procurement Card Program

Background

The Department of Personnd and Adminidration has the responshility for promulgating
rules, consstent with the procurement code, to govern the procurement of al supplies,
sarvices, and congtruction by state government. According to 24-102-202, C.R.S,, the
Executive Director of the Department of Personnd isrequired to:

* Procure or supervise the procurement of al supplies and services.

» Egablish and maintain programs for the ingpection, testing, and acceptance of
supplies and services.

* Deveop and maintain programs and procedures to del egate purchasing authority.

* Deveop programs to evaluate and reduce adminidtrative costs of the statewide
procurement function.

State executive branch agencies and ingtitutions of higher education are under the
supervisory control of the Department of Personnd and Adminidration regarding the
purchase of state goods and services, with few exceptions. However, state procurement
authority has been largely decentrdized. The Department delegates procurement authority
to agencies based on purchasing volume and saff qudifications.

The Divison of Finance and Procurement is the unit within the Department that manages
and directs the financid and procurement operations of the State. For Fisca Y ear 2001
the Division was appropriated 41 FTE (full-time equivaent employees) and dmost $2.9
million. The Divison has saverd mgor functions including promulgation of fisca rules,
polices, and procedures; issuance of warrantsto pay state debts; procurement education
and leadership; and administration of statewide price agreementsand the el ectronic system
for notifying vendors of the State's intent to purchase goods or services.

In Colorado the Divison of Finance and Procurement is responsible for the statewide
implementation and management of the procurement card program. However, the
assgnment of this respongibility variesamong states. For example, in Maryland, primary
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responsbility is assgned to the State Board of Public Works, and in West Virginia, the
State Auditor’ s Office has beenassgned primary responghility. The programisintended
to reduce the cost of purchasing approved goods and services for the State and alows
suppliers to be paid faster. The Divison has a Web sSte addressing procurement card
contract information, steps for agency procurement card setup, user information, training,
adminigtration information, newdetter and dert notices, program contacts, statistics, and
links. There are about 9,000 state procurement cards in circulation.

State employees are eligible to become procurement card holders after gpprova by their
agency’ s gpproving officid and supervisors. Employeesreceive gpproval as cardholders
based on job responsibilities and their need to make purchases. The person issued a
procurement card isthe only one authorized to usethe card. The State hasacontract with
acard vendor who issues cards containing the State of Colorado identifier, agency name,
employee name, and tax-exempt number. Each card has multiple controls such as
spending limits, acceptable merchant and transaction codes, and proceduresfor limiting the
State’ sliability in cases such as disputed transactions and card misuse. Cardholders and
their gpproving officids are responsble for ensuring that every transaction has vdid
supporting documentation. Currently, agencies have the discretion to assign a purchasing
limit; however, that limit cannot exceed $3,000 for asingle smdl purchasetransaction. As
the following table shows, from Fiscal Year 2000 to 2001 the total dollar amount
purchased and the total number of purchases increased over 30 percent.

Procurement Card Activity
Fiscal Years 2000 and 2001

Total Amount Purchased

Percentage Change
FY 2000 FY 2001 From 2000 to 2001
$62,179,900 $81,724,500 31%
Total Number of Purchases
Percentage Change
FY 2000 FY 2001 From 2000 to 2001
325,400 433,700 33%

Source:  Office of the State Auditor's analysis of Department of
Personndl data.
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Cost Savings and Controls

Fast pay, eectronic procurement card processes are more efficient and less costly.
However, compared with the traditiona prepayment and the examination of dl invoices,
fast pay processes increase the risk of overpayments, fraud, and misuse occurring and
going undetected. Although the cost of these increased risks can be managed with
adequate controls, the greatest dollar risk appears to be forgoing the efficiency and cost
savings yielded when procurement cardsare used for small purchases. Consequently, our
audit initidly addresses efficiency and cost savings and then addresses the importance of
appropriate and cogt-effective controls.

Our audit reviewed the overdl management of the State’ s procurement card program and
related activities in terms of efficiencies and cost savings resulting from the use of
procurement cards. We aso looked a the Divison's oversght and monitoring of its
procurement card program to determine the adequacy of internd controls and the
compliance of agencies with relevant state fiscal and procurement rules. For someissues
we were ableto use datafrom al higher education ingtitutions. 1ssues based on datafrom
five higher education inditutions, the University of Colorado System, Colorado State
Universty, Metropolitan State College, University of Northern Colorado, and Colorado
School of Mines, are identified as such.

Implementation of the recommendations contained in this report will increase savings
resulting from the use of procurement cards and imjprove accountability and controls over
the statewide procurement card program. There will be sgnificant quantifiable monetary
benefits and cost savings to taxpayers and the State of about $7 million annudly, which
could be redllocated to higher priorities and to improving procurement card program
controls.

The amount of cost reduction in any single year is relative to when and how the
recommendations are implemented. 1t should be noted that our cost savings estimatesare
based on afull, rather than aphased-in, implementation of our recommendations. Our
estimates do not include costs for additional controls, because costs will vary according
to the extent of controls dready in place in individua departments, agencies, and
inditutions.
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Procurement Card Savings
Chapter 1

Traditiond payment systems are costly because they are paper processes requiring
multilevd approva prior to making each purchase, verifying ddivery of goods, and
authorizing payment to each vendor. Procurement cardsare an automated, el ectronic, fast-
pay process alowing one monthly payment for al small transactions to a single bank.
Under theright circumstancesfast-pay systemsare cost-effectivefor government agencies
and advantageous for suppliers.

According to research published by the Nationd Association of Purchasing Card
Professionals, the most frequently cited factors that drive spending to the purchasing card
are the speed and convenience for the end user, reduction in the cost and time burden
associated with purchasing-related paperwork activities, and the ease with which
purchasing cards can be used to acquire goods over the Internet.

Colorado began working on a procurement card program in 1989 in response to
recommendations fromthe State Auditor. A procurement card contract was signed with
a bank card vendor in 1995. The contract provides for card issuance, payment terms,
daification of ligbilities and financid incentives.

The Department reports significant growth in the procurement card program since 1998
and reports that Colorado compares favorably with some other states in terms of
procurement card spending in relation to the number of state employees.

I ncreased Use of Card Reduces Costs and | ncreases
Savings

The State Controller sets the smal purchase transaction threshold below which
procurement cards can be used. That threshold is currently $3,000 or less according to
Divison procurement card program implementation indructions. However, agencies are
alowed to st their own smadll purchase thresholds at any point below the threshold. For
example, 4 of 13 Group | agencies, (those that rely on the Divison of Finance and
Procurement for higher-level purchasing functions), have set their smadl purchase
thresholds at $1,000. Agencies can also choose not to participate in the procurement card

program.
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According to the Governor’s New Century 2000 report, whenastate procurement card
is used for asmal purchase, each transaction costs an estimated $9 less than it would if a
payment voucher were issued and $55 less than issuing a purchase order. New Century
2000 procurement card savings figures were used by the Department of Personnd and
Adminidration to cdculate savings in their 2003 budget request. I1n Calendar Y ear 2000
the average small purchase transaction when procurement cards were used was $188;

consequently:

* The$55extracost of using apurchase order would haveincreased the cost of the
$188 smdll purchase by 30 percent.

» The$9 extra cost of using a payment voucher would have increased the cost of
the $188 small purchase by 5 percent.

The extra cogt of issuing a payment voucher includes increased operating codts for the
Divison of Finance and Procurement, which are then absorbed throughout the State as
indirect costs. Thus, an agency that chooses not to use a procurement card for small
purchases passes the higher cost of its choice to other agencies.

Although the State began assessing implementation of the procurement card program in
1989 and signed a contract with acard vendor in 1995, card use could beimproved. In
Fiscal Y ear 2001 only 50 percent (39 percent of state departmentsand 59 percent of five
higher education organizations) of smal purchases were made using procurement cards.
Thismeansthat haf were paid with amore costly payment method. There wereaso wide
variations of card use among agencies. For example, the University of Colorado used
cardsfor smal purchases 92 percent of the timewhile the Department of Public Heath and
Environment and the Department of Labor and Employment did not use their cards for
andl purchases at dl.

We reviewed smdl purchase transactions by executive agencies and five higher education
inditutions to determine the potential operating cost savings gained by using procurement
cards for every smadl purchase, thus reducing the extra costs added when payment
vouchers and purchase ordersare used. Theresultsfor Fiscal Y ear 2000 presented inthe
following table show apotentiad savings of $5 million if procurement cards had been used.
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Cog Savingsif Procurement CardsHad Been Used for Small Purchase Transactions ($3,000 and

less) in FY 2001
5 Institutions
of Higher
State Agencies Education Total Savings
Savings from eliminating use of Purchase
Orders $151,700 $1,380,100 $1,531,800
Savings from eliminating use of Payment
Vouchers $2,034,600 $1,437,300 $3,471,900
Total $2,186,300 $2,817,400 $5,003,700

Sour ce: Office of the State Auditor'sanalysis of data from the Department and five | nstitutions of Higher Education.

Total Volume Rebate Could Be I ncreased

In addition to operating savings yielded by using cards for dl smal purchases, the card
vendor offers a graduated (0.3 percent to 0.8 percent) total annua dollar volume rebate
incentive. This rebate was about $93,000 from state agencies and $270,000 from the
higher education indtitutions for a total of $363,000 in Caendar Year 2000. The
contribution of card usersto the rebate was areflection of their card use. For example:

* The University of Colorado generated $245,900, or 68 percent of the total state
rebate, the highest amount for a higher education ingtitution.

» The Department of Transportation generated $33,000, or 9 percent of the total
rebate, the highest amount for a Sate agency.

The relative contribution of higher education ingtitutions and state agencies to the tota
volume rebate in Caendar Y ear 2000 is shown by the following chart:
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Purchase Volmme Rebate CY 2000

Institutions of Higher Education $270,000 (261 000 transactionc)

Siafe Agencies $93,000 (125,000 transac tions)

Source:  Office of the State Auditor's analysis of Department of Personnel and
Administration procurement card datafor CY 2000.

The State is not redizing potentid savings from the tota volume rebate because
procurement cards are not used as payment for smal purchases whenever possble. If
every small purchase had been made with aprocurement card in Calendar Y ear 2000, the
State would have received an additiond total volume rebate of $987,200 ($641,500 from
date agencies, and $345,700 from five higher education ingtitutions).

The Federal Government and Other States Employ
Various Methodsto Increase Card Use

Prior studies, other ates, and the federal government report using a variety of Strategies
to increase the use of procurement cards for small purchases.

* The Nationa Aeronautics and Space Administrations (NASA), Department of
Defense (DOD), and the Generd Services Adminigtration (GSA) are directed to
use the procurement cards as the preferred way of making small purchases. For
example, Congress Defense Reform Act of 1997 requires al DOD purchases of
items cogting less than $2,500 to be madewith procurement cards. DOD alows
purchases up to $25,000 to be made with procurement cards. Under some
circumgtances, purchases over $25,000 can be made with procurement cards.
Congress established a procurement card usage rate goal of 90 percent. DOD
reports achieving a 93 percent usage rate on smal purchasestotaing $5.5 billion.
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DOD daff dso report that "mandating the card a the highest levd and
[developing] a way to measure progress is a must for the program to be
successfully implemented.”

»  Penngylvania reports vendor rebates are allocated back to agencies quarterly in
proportionto their procurement card use and close to 100 percent usage after Six
years.

*  West Virginiaisthe only state reporting 100 percent use of procurement cardsfor
smdl purchases. Thiswas accomplished within four yearsof the card program’s
start-up. Thecard program administrator reports*...theauditor hasthe[statutory]
cgpability to charge agencies $5 per invoicethat is processed through the auditor’s
office that should have beenpaid using the credit card. We have not yet used this
option, thethreet to charge thisamount has steered agenciesin theright direction.”
The fees charged are to be deposited in a “treasurer’s technology support and
acquidtionfund.” Fees offer agencies the flexibility to incur a charge when they
think it is warranted and prevent passing a higher cost of their choice to other
departmentsand ingtitutions. Fees can aso reducethe need to establish and verify
dl the possible exceptions to small purchase card use that departments and
indtitutions might experience currently or in the future.

In Colorado both the legidative and executive branches have recognized the potential
benefitsof using procurement cards. The L egidatureincreased the Division'sgppropriation
resulting from procurement card rebatesto $873,000 inthe Fiscal Y ear 2003 budget from
$376,000in Fisca Y ear 2002. The Governor's New Century 2000 report recommended
congderation of an executive order making procurement cards the preferred small
purchase payment method.

Inits Fiscal Year 2002 budget request the Department reported that:

Any delay in the development of the program and the optimd use of the
card ddlays an agency’ s savings in the procurement and accounting areas
and program incentives (rebates) to the state. Anagency’ soptima use of
the cards refers to its level of use by its employees to maximize the
benefits to the agency and the dtate.

However, Colorado has been unable to maximize the benefits of smal purchase operating
cost savings and rebates generated by procurement cards. Among the initiatives the
Divison could take to maximize benefits are the following:
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* Mandating the use of procurement cards through executive order or Satute.

» Egablishing a fee to offset the higher cost of payment vouchers and purchase
orders and to act as a disincentive when agencies choose not to use cards and set
their smal purchase thresholds lower than the level authorized by the State
Controller.

The State could have reduced the annua operating costs of making small purchases and
earned volume rebates totaling $5,990,900 by mandating card use for smal purchases.
Similar to the West Virginiamode, Colorado could establish a $9 fee to offset the extra
costs when agencies choose hot to use procurement cards. [n addition, information about
forgone opportunities including costs that could be avoided and rebates earned by using
cards, could be reported.

In the course of our audit, most agencies and organizations needed about a month to
produce standardized data about their use of procurement cards. This is because state
agenciesand higher education organizationsdo not collect and report the number and vaue
of al smal purchase transactions compared with the number made with procurement
cards. Consequently, management, policymakers and decision makers are not informed
about forgone opportunities including costs that could be avoided and rebates earned by
using cards.

Recommendation No. 1:

The Department of Personne and Administration should maximize operating savings,
reduce annud cogts, and maintain agencies flexibility when making small purchases by:

a. Determining on an agency by agency basis the feasbility of making al small
purchases with a procurement card, including the identification of dternative
transaction thresholds or methods as necessary.

b. Mandating the use of procurement cards for small purchases wherever feasble
through statutory changes or executive order.

c. Esablishing and charging atransaction fee such asthe $9 extracost for apayment
voucher as identified by the New Century 2000 report, to offset the extra cost
when agencies do not use procurement cards for al smal purchases.

d. Working with the State Treasurer's office to establish a fund for the deposit of
these fees to be used for administration of the procurement card program.
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e. Callectinginformation about cost avoidance and rebate opportunitiesfor individua
agencies and the State in total, and incorporating it into performance reporting in
the Department’ s annua budget request.

Department of Personnel and Administration
Response:

Partidly agree. To beimplemented by July 2003.

a& b. Duetolack of resources, the Divison is not able to perform an agency-
by-agency analysis to determine the appropriate procurement card
thresholds in each agency. However, the Department will continue to
work with individua agencies to encourage increased use of the
procurement card and identify approaches to address concerns that limit
use.

The Department concurs with the Office of the State Auditor's conclusion
that it is in the best interest of the State to increase utilization of the
procurement card. Thus, the Department has underteken severa
initiatives to increase usage of the procurement card in recent years.

Based on the Divison of Finance and Procurement's analysis of other
states' programs, Colorado's procurement card expenditures compare
very favorably with other states procurement card expenditures. The
falowing summary was prepared in August 2001 from state purchasing
director responsesto alist serve email sent to assessother states volumes
of procurement card spend.

Total Number of State | Annua p-card Higher Education

State Spend? Employees® Spend included?
Cdifornia $53.2B 451,700 $300M included
Colorado $6.4B 72,200 $82M included
Minnesota $4.7B 84,100 $™M excluded
Oregon $7.2B 60,900 $13M excluded
South Carolina | $8.2B 171,300 $71M included
Utah $4.6B 56,000 $22M excluded
Washington $13.1B 141,600 $30M included
Virginia $12.5B 133,900 $100M included

Thesefiguresweretaken from the State Share of General Spending Column, p. 49 of Governing State
and Local Source Book 2001 (Congressional Quarterly Inc. 2001)

21d, p. 60
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Among the states who responded, Colorado's annua procurement

expenditures represented a greater proportion of the total spend and per
employee expenditures. As a result, mandated use of the procurement

card for smal purchases may not be necessary. The Department

maintains that agencies and inditutions are in the best position to assess
their needs and readiness for procurement card implementation. For
smadller indtitutions and agencies, the procurement card may not provide
adequate budget controls for some purchases. Even the Commonwedlth
of Pennsylvania, cited in the audit, makes participation in the program
discretionary. Nevertheless, the Department will continue promote use of
the procurement card. Further, the State Controller intends to issue a
Fisca Rule revison requiring establishment of a procurement card
programin each agency and ingtitution, athough they will continueto have
discretion to control card deployment and limits on cardholder authority.

In addition, the audit report estimates monetary benefits and cost savings
of aout $7 million could be achieved through increased use of the
procurement card. The Department agreesthat increased utilization of the
procurement card can result in increased productivity. However, it is
important to note that savings are unlikely to result in tangible reductions
in lineitem appropriations. Rather, the "savings' represents reduction in
the time spent by some personnd performing these procurement-related
functions as part of their duties.

Charging a $9.00 Transaction Fee for Small Purchases Not Using the
Card. TheDepartment will continueto explore West Virginia sgpproach
to increasing procurement card usage. As noted in the audit, West
Virginid s State Auditor managestheir procurement card program. West
Virginia has an estimated staff of 4-5 full time employeesfor this program.
Assessing a pendty fee per transaction would require significant
management and overhead coststo identify those small paymentsthat are
not candidates for procurement card payments. For example, some state
programs make payments to grantees and nonprofit entities, farmers and
ranchers, or vendorsin rura areasthat do not accept procurement cards.
Also, smdl incrementa or progress payments under bilateral, multiyear
contracts could show asasmall purchase, when use of procurement cards
for some of those payments could unreasonably complicate contract
adminidration. These various payees are not readily identifiable on the
accounting systems, so automatic deduction of a pendty fee from an
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agency’s budget would not appear warranted. This approach would
require legidation.

Transaction Size Rebate Could Be I ncreased

In addition to the volume rebate, the procurement card contractor offersagraduated (0.1
percent to 0.2 percent) transaction size rebate incentive based on the annua Statewide
average of each procurement card transaction under thisarrangement. The state can earn
a0.1 percent rebateif the average transaction size is $200-$300 and a 0.2 percent rebate
if the averagetransaction sizeisgreater than $300. The State’ s$188 average procurement
card transaction size was too low to qualify for thisrebate in Caendar Y ear 2000.

In our audit we looked a what the average transaction size would have been if the card
had been used for dl purchases of $3,000 or less. We found that had the card been used
for dl small purchase transactions, the State could have earned an average transaction Size
rebate totaling $168,800 ($143,500 from state agencies, and $25,300 from five higher
education inditutions) in Fiscal Y ear 2001.

Anticipating and combining purchases made from a single vendor can adso help increase
the average transaction size.

For the Stateto qualify for the rebate, the average transaction amount must meet or exceed
$200. Using the card for smdl purchases and aggregating those purchases whenever
possible yidds a higher average.

Recommendation No. 2:

The Department of Personned and Adminidration should increase the transaction sze
rebate savings to the extent possible by:

a. Implementing policiesto increase card usage.
b. Informing agencies and ingtitutions about ways to analyze the opportunity to

aggregate purchases such as looking at frequency of purchases, vendors most
often used, and the average transaction size.



Procurement Card Program Performance Audit - May 2002

Department of Personnel and Administration
Response:

Agree. To beimplemented by September 2002.

The Department will educate procurement card administrators about efficiency
fromaggregation, an objectivein purchasng andinvoicingingenerd. For thepast
four years, transaction size hasbeenincreasing. However, imposition of structured
processes to pursue an aggregation objective would require a return to a
requistioning procedureto insure that purchases are aggregated, eiminating some
of the streamlining advantages of the cards.

Rebates should not be overemphasized asthey areare atively recent devel opment
and are typicaly set by the card providers. In Colorado’s case, the rebate was
not part of the contract until an amendment was negotiated in May 2000. Further,
with the resolicitation of the procurement card this summer (2002), there is no
assurance about what rebates will be proposed.  In any event, without rebates
being returned to agencies and ingtitutions based on their dollar volume -- the
Pennsylvania model -- there is little incentive for agencies to devote additiond
resources to achieve incrementa increasesin rebate amounts. Under the present
appropriation approach, dl rebates are used to offset Division of Finance and
Procurement generd funded persond services. This has been a sore point with
higher education ingtitutions, in particular.

Consider Higher Threshold to Reduce Costs and
| ncrease Savings

The procurement card is a money-saver for transactions up to $5,000, according to the
industry publication Treasury and Risk Management, November 2000. Based on our
andyss of the Stat€'s procurement practices, it appears that with appropriate controls,
$5,000 is a reasonable procurement card small purchase threshold for Colorado state
government. Raising the limit from $3,000, as st in the Divison's procurement card
implementationingtructions, would not significantly impact Colorado’ spurchasing process.
This is because less than 1 percent of dl purchases were between $3,000 and $5,000,
representing about 10 percent of thetotal amount spent for purchasesin Fiscal Y ear 2001.
Non-procurement card purchases in the $3,001 to $5,000 range represented about
25,200 transactionsin Fisca Y ear 2001 (6,100 state agency, and 19,100 higher education
transactions). Each transaction paid with a purchase order cost $55 more and each
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transaction paid with a payment voucher cost $9 more than it would have if it had been
paid with a procurement card.

Rasing the smal purchase threshold to $5,000 and requiring payment with a procurement
card in Fisca Y ear 2001 would have yielded the State operating cost savings and rebates
of about:

e $258,900 of purchase order-driven operating costs ($47,600 from state agencies,
$211,300 from five higher from education inditutions).

e $184,000 of payment voucher driven operating costs ($47,100 from date
agencies, $136,900 from higher education ingtitutions). This represents about
20,400 payment vouchers (5,200 for state agencies and 15,200 for five higher
education inditutions).

»  $508,100 of total volume rebates ($143,900 from state agencies, $364,200 from
five higher education inditutions).

e $42,500 of average transaction size rebates ($20,600 from state agencies,
$21,900 from five higher education indtitutions).

Raising the small purchase threshold to $5,000 and requiring card use could have earned
the State operating cost savings and rebates totaling $993,500 in Fisca Y ear 2001.

Recommendation No. 3:

The Department of Personnd and Adminigtration should, with appropriate controls,
reduce operating costsand increaserebates by requiring payment with aprocurement card
for purchases of $5,000 or less wherever feasible.

Department of Personnel and Administration
Response:

Patidly agree. To be implemented by July 2003.
December 2001, the Department completed a revision to Fiscal, Procurement,

and Personnel Rulesto raisethe commitment voucher limit to $5,000 from $3,000
and smplify and streamline the procurement and contracting process by digning
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the micro-purchase thresholds generdly at $5,000. Thiswas the firg time when
the separate programs coordinated their rules revisons to make the procurement
process more sreamlined. This Fiscal Rule revison enabled the raising of the
procurement card single transaction limit to $5,000. The procurement program
web site will be changed to aign the program guidance with the new $5,000
threshold for use of purchase orders. However, as summarized in response to
Recommendation 1, some indtitutions and agencies need smdler limits to insure
they have adequate budget control. Very smal budgets cannot be adequately
managed with post-transaction recording of expenditures of $5,000, unless a
companion systemis developed for tracking expenditures of that magnitude. The
Department further believesthat it isnot appropriateto authorize every cardholder
to spend $5,000 per purchase.

The State Controller intends to mandate establishment of a procurement card
program in eachinditution and agency through Fiscal Rulesrevisons. However,
congdering the variety of circumstances existing among agencies and ingtitutions,
use of the card will not be made mandatory for every purchase under $5,000.

Value of Early Payment |sNot Established

The State's average monthly payment for procurement card transactions was $6,054,200
in Caendar Year 2000. The procurement card vendor contract gives the State 14 days
to pay its monthly card charges without pendty. Since the State has never paid alatefee,
we assume that payment has dway's been made within the required 14 days. The contract
aso offers a0.10 percent early-payment rebate incentive for payment within seven days.
However, the dollar vaue of early payment has not been established or tracked. Thisis
because the State does not perform comparative analyss to determine if it would earn
more by paying early or by having the Treasury keep and invest the money for seven days.
Such andysisis contingent upon variables such asthe interest rate earned by the Treasury
for the specified time period.

However, thisandysis could provide state decision makers and managers with timely and
advantageous cash management information.
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Recommendation No. 4:
The Department of Personnd and Adminigtration should work with the State Treasurer

and the procurement card vendor to perform periodic anaysis to determine if the State
could net more dollars by paying early or by earning interest on its investments.

Department of Personnel and Administration
Response:

Agree. To beimplemented by December 2002.
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Procurement Card Controls
Chapter 2

Traditiona payment systems are costly because they require multilevel gpprovd prior to
making each purchase and verification of ddivery prior to cutting a payment check.
Examining 100 percent of invoicesgenerated by smdl purchases adds significant overhead
costs to each transaction, as discussed in Chapter 1 of this report.

Fast-pay procurement card processes cost |ess because:
*  One payment ismadeto asingle bank, for dl smdl transactions, prior to delivery.

* Invoice examindion is based on datigticd sampling of transactions instead of
examining 100 percent of invoices generated by high-volume, smdl purchase
transactions.

However, compared with thetraditiona control processes, procurement card procedures
increase the risk of overpayments, fraud, and misuse occurring without being detected.

For example, the Office of the State Auditor (OSA) found numerous problems with the
Depatment of Human Services use of procurement cards in the Fisca Year 2000
Statewide Single Audit. The audit found that 58 percent of the transactions contained at
least one problem. Problems ranged from failure to maintain adequate supporting
documentation about card purchases to transaction account coding errors. The audit
reported that procurement card controlsareimportant because credit cardsare ahigh-risk
area for fraud and abuse. The risk of ingppropriate purchases is further increased if
purchases are not routingly and sufficiently monitored.

An OSA audit of the Colorado School of Mines found there were no audits on
procurement cards performed during the Fisca Y ear 2000. The OSA’sFiscd Y ear 2001
Universty of Colorado audit tested 20 Procurement Card transactions and found two
ingtancesin which thecardholder did not sign hisor her monthly statements, threeingtances
inwhich the approving officid did not review or sgn the monthly statements, fiveinstances
in which the cardholder did not provide invoices supporting dl purchases made, and one
ingance in which the cardholder did not Sgn the cardholder agreement.
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Oversight and Controls Mitigate Procurement
Card Risks

The United States Generd Accounting Office (GAO) produced areport in May 2000 that
discussed the benefits of procurement card purchasing systems entitled Streamlining the
Payment Process While Maintaining Effective Internal Control. The GAO produced
the report in response to questions from federal agenciesin the process of modifying their
payment systemsto achieve congressiond goasof streamlining operations, reducing costs,
and taking advantage of currently available technology. The agencies requested opinions
fromthe GAO on whether their proposed new payment system designs and modifications
conformed to federd interna control requirements.

The GAO report details the advantages of eectronic, automated systems that allow an
agency toimplement amore cogt-€effective method of administering aprocurement system.
The Generd Accounting Office found that:

»  Sampling and other streamlined payment procedures neither reduce the need for
effective interna control nor relieve the responsbility to monitor the procurement
system. They merely provide a mechanism to reduce clerica costs and expedite
processing.

» Although combining gtatistical sampling with fast-pay procedures increases the
risks of overpayments, the risks can be effectively mitigated if the combined costs
of an agency’ s sampling plan, monitoring, and projected |osses due to undetected
errors on invoices not examined are less than the savings generated by the
agency’ s streamlined payment process.

Inother words, to set up aprocurement card program, each agency must demonstrate that
the benefit of projected savings exceeds the estimated extra cogts of its monitoring and
losses.

Coordinating Financial Controlslsa Division
Responsibility

The Divison of Finance and Procurement within the Depatment of Personnel and
Adminigration is respongible for implementation, management, and coordination of the
State's procurement card program. TheDivison'sFeld Accounting Services Team serves
as liaison betweenthe State Controller and operating agencies, including higher education
ingtitutions, in order to oversee the financid affairs of the Colorado state government. Its
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duties include providing professona and technica assistance to agencies regarding the
interpretation of statutes, fiscd rules, and other authoritative accounting guiddines. It is
aso responsble for gpproving agency budgetary and accounting transactions. The team
is daffed by five professond FTE; currently, its duties do not include overseeing
procurement card transactions. To the extent possible we believe the Divison should
reall ocate resources to review and monitor the procurement card program. The Divison
states that it is not able to redlocate resources for this function and has requested
additiond FTE in their budget request. The Division currently dedicates about half of a
procurement FTE and the part-time efforts of an internd auditor to the management and
monitoring of the State's procurement card program.

Minimum Suggested Procurement Card Program Guidelines, established by the Division
in August 2001, are given to al state department and higher education procurement card
adminigrators.  The suggested guiddlines provide information on the requirements for
obtaining procurement cardsand monitoring of card use, and assign primary respongibility
for an agency’ s management of the program to the agency program administrator. The
guidelines dso suggest that, prior to digtribution of cards, staff should complete atraining
sessionthat includes adescription of the program and the expectationsfor cardholdersand
goproving officids.

All cardholders and gpproving officids are dso required to Sgn agreements before the
card is issued that outlines important respongbilities and expectations, including
acknowledging that the card cannot be used for persona purchases, cash advances,
gasoline, and other prohibited items.

However, the Divison of Finance and Procurement does not ensure that agencies adopt
its minimum guiddines, verify the sufficiency of agency procurement card controls, or
enforce its agency agreements.

West Virginia and Pennsylvania have developed mandatory monitoring and auditing
proceduresto ensureeffective and efficient operationsof their procurement card programs.
Both states have written procurement card audit manuas that establish a set of standard
expectations and procedures for reviewing agency procurement card transaction records.
The manuds identify severa objectives to be completed during the audit of procurement
card transactions at an agency. The objectives cover issues designed to provide the
auditor with arisk assessment of the agency’s purchasing and include reviews of agency
transaction data for circumvention of purchasing rules.

The Colorado Department of Natural Resources has devel oped a procurement card audit
program thet is performed at least twice ayear. Audit focus includes documentation of
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purchases, approving officid review of purchases; reconciliation with monthly statements;
compliance with restriction on purchaselimitsand dollar amounts and types of purchases,
verification showing no persond or restricted purchases, and overal compliance with the
terms and conditions of the card issuance agreement.

The Colorado Department of Transportation audits procurement card activity to evduate
the adequacy of interna controls over procurement card transactions to assess exposure
to risk; verify the accuracy and dlowability of card payments; and evauate the efficiency
of the system and its effectiveness in reducing transaction costs and improving relations.

In response to congressional concerns, the GAO anadyzed procurement card operations
at two Navy units. The GAO reported in July 2001 that problems resulted from a weak
overdl internd control environment; lack of effective monitoring; flawed or nonexistent
policies, procedures, and documentation and the lack of adherence to vaid policies and
procedures. Management did not utilize interna reviews and audits to determine the
effectiveness of purchase card interna controls. These breskdowns of interna controls
resulted inavulnerability to fraudulent, improper, and abusive purchases, theft, and misuse
of government property.

Statutory purposes of the procurement rulesinclude providing increased economy in state
procurement activities, maximizing to the fullest extent practicable the purchasing vaue of
public funds of the State of Colorado, and providing safeguards for the maintenance of a
procurement system of quality and integrity. Statutory duties of the State Controller
indude managing thefinances and financid affairs of the State; coordinating al procedures
for financid adminigration and financia control; and promulgating fiscd rulesreatingtothe
forms, records, and procedures that are binding on departments and higher education
inditutions.

However, neither the Fiscal nor the Procurement Rules address policies and procedures
for accountability or theefficient use of procurement cards, which average about $6 million
of purchases amonth.

The Divison of Finance and Procurement has aunique respongibility for overal monitoring
of implementation, operation, and coordination of Colorado Government’ s procurement
card program. However, it has not:

* Deveoped plans, policies, and procedures agencies must use to implement
procurement card controlsincluding monitoring, training, card transaction sampling
plans, and reporting requirementsto verify the adequacy and cost-effectiveness of
procurement card controls.
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Conducted andlyss of card transaction data on a statewide and agency level.

Allocated sufficient resources to its statewide procurement card program

management  responghbilities, including assgning appropricte reviewing and
monitoring respongibilities to the Field Accounting Services Team.

Addressed policies and procedures for ensuring accountability and the efficient
and use of procurement cards in the Fiscd and Procurement rules.

As did many other busnesses and governments, Colorado implemented the use of
purchase cards with the intention of diminating the bureaucracy and paperwork long
associated with making smdl purchases. However, according to the GAO, "The benefits
of the purchase card may be subgtantidly reduced if controls are not in place to insureits
proper use."

Recommendation No. 5:

The Department of Personnel and Adminigtration should strengthen controls over the
procurement card program by requiring the Division of Finance and Procurement to:

a

Develop plans, palicies, and procedures for agencies to use to implement
procurement card controls. These controlsshould cover monitoring, training, card
transaction sampling plans, and reporting requirements.

Review agency reports to ensure and verify the adequacy and cost-effectiveness
of procurement card controls.

Conduct analysis of card transaction data on a statewide and agency level as
necessary.

To the extent possible, reassign resources or ask for additiona resources for its
statewide procurement card program management respongbilities, including
assigning appropriate reviewing and monitoring respongbilities to the Feld
Accounting Services Team.

Address policies and procedures for ensuring accountability and the efficient and
use of procurement cards in the Fiscal and Procurement rules.
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Department of Personnel and Administration
Response:

Partidly Agree. To beimplemented by September 2002.

a  Agree The“Minimum Standards and Guiddlines for the Procurement Card
Program” will be updated with policies and procedures under the new
contract. Inadditiontotheseguidelines, Fiscd Rule 1.8 and CRS 24-17-102
and CRS 24-30-201 (f) require agencies to have internal accounting and
adminidrative controlsin place. The specific controlsin place at each agency
should be developed at the agency level under the auspices of these statutes,
rules and guiddines.

b. Patidly agree. The DFP will use reports from the agency. However, there
are currently no agency reports that answer these particular issues. Withthe
implementation of the new contract, DFP will examine the available data to
seeif the vendor or agency could provide appropriate data.

c. Agree. Under the new contract, the state should receive reports routingly
dlowing us to review and andyze atewide data. Similar reports will be
requested by agency for them to use in andyzing their data. These same
reports would be available to DFP to review should any specific agency
problem be identified.

d. Agree. A request for additiona resourcesfor the procurement card program
will be consdered given the current budgetary environment. Currently, there
are no available resources for reassgnment.

The Divison Does Not Track Procurement
Card Violations

The Divison's Minimum Suggested Procurement Card Program Guiddines include a
violationform to be used for purchasesthat are out of compliancewiththeguiddines. The

violation form contains information on the cardholder and the transaction in question, and

acknowledgment by the cardholder that the transaction was in violation of procurement

card palicies. According to Division officids, the violation form is atool for an agency’s
card program administrator to use when reviewing procurement card purchases.
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We contacted 10 agencies using the procurement card, which represent about 67 percent
of thetotal number of cardsissued. Wefound that approximeately 3 percent (185) of these
cards had a forma violation report completed againgt the cardholder. The number of
violations recorded at date departments and higher education inditutions varies
subgtantidly. For example, onedepartment with nearly 1,000 procurement cardsreported
that forma violation forms have been completed againgt 84 (9 percent) cardholderswhile
an inditution of higher education with about 4,000 cards reported only 65 (1.6 percent)
formal violations during Fisca Y ears 2000 and 2001.

According to staff a the agencies we contacted, no completed violation form has ever
been submitted to the Division of Finance and Procurement. In fact, the Divison has

no requirements covering agency use of the procurement card violation form and

does not monitor, collect, or analyze the violation forms.

Violation forms could provide information to the Divison for identifying trends and risks
associated with procurement card use. Thisinformation could be used by the Divison to
conduct targeted reviews of procurement card programs and to improve regulations and
training throughout the State.

Recommendation No. 6:

The Department of Personnd and Administration should identify trends and risks by
scheduling regular reviews of Sate agency and higher education ingtitution violation forms.
The Department should usethe datato improve procurement card regul ationsand provide
training as needed throughout the State.

Department of Personnel and Administration
Response:

Partidly agree. To beimplemented by September 2002.

Theindividua agencies record and andyze the vidlaion forms. The “Minimum
Standards and Suggested Guidelinesfor the Procurement Card Program “ and the
Procurement Card Violation Warning Form” currently include guiddines for
handling violaions.  The Divison of Finance and Procurement will indudein its
Minimum Guidelinessuggestionsfor reviewing the datafrom theseformsfor trends
and risk areas. When developing statewide training, the Divison of Finance and
Procurement will solicit input from agenciesregarding thoseviolation areasneeding
focus.
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Card Vendor’s Data Can Help Detect
Unauthorized Purchases

The Divison of Finance and Procurement has not utilized the reporting capatilities of the
State’' s procurement card vendor to identify unauthorized and inappropriate purchases,
such as purchase of goods for persond use, travel, restaurant meds, alcohol for
consumption, and splitting purchasesto circumvent dollar limits. The Divison hasreceived
statewide-level reports from the bank in the past. However, the reports requested
provided only aggregate-level datafor al state agencies. For example, thereportsinclude
the total number of transactions and total dollar amount for aspecific time period. These
data are adequate to provide summary-level information regarding the procurement card
program acrossthe State. As aresult, the Divison is able to comment on broad-brush
procurement card activity; however, it is not able to conduct in-depth analysis of
unauthorized purchasing trends at individua agencies, usng these reports.

The procurement card vendor bank is able to provide the Divison of Finance and
Procurement with detailed reports that will dlow the Divison to conduct variance and
trend andlysis on procurement card data by agency and across the State.  According to
the vendor, the Division has never requested such a report.

Recommendation No. 7:

The Department of Personnel and Administration should improve its monitoring of
unauthorized and inappropriate purchasing trends by working with the procurement card
vendor to develop and acquire transaction data needed to conduct card use anaysis on
an agency and Statewide level. The Department should also review the State's
procurement card data needs when the current contract expires.

Department of Personnel and Administration
Response:

Agree. To beimplemented by June 2003.

Inthe solicitation, the Division of Finance and Procurement will request aggregate
data from the vendor on the exception categories. In this way, the DFP will be
able to monitor statewide trends and addresstheseissuesin their training sessions.
In addition, the solicitation will request data for agencies that they may use to
monitor the exceptions in each of their agencies.




Appendix A

Disposition of 1994 Perfor mance Audit
Follow-Up Recommendations

Several Recommendations M ade in the 1994 Per for mance Audit
Follow-Up Have Not Been Fully | mplemented

In June 1994 the Office of the State Auditor issued areport following up on the status of recommendations
made in 21989 audit of the state procurement system. During the 1994 follow-up we made eight audit
recommendations.  Our current audit included procedures to determine the implementation status of five
recommendations regarding state purchasing, specificadly as they relae to procurement cards.

The audit recommendationsin our 1989 audit report were addressed to the Department of Administration;
however, in 1995 it merged with the Department of Personnd. Subsequently, the powers, duties, and
functions concerning purchasing were transferred from the Divison of Purchasing to the Department of
Personnd. In Fiscd Year 2000 the Department of Personnd again reorganized parts of its operations.
As areault, the purchasng functions from the former Purchasing Division, were consolidated with the
former Accounts and Control Division aso known asthe State Controller's Office, into anew Finance and
Procurement Divison.

The following are the 1994 audit recommendations, the Department of Adminigtratior/Divison of
Purchasing's 1994 responses, and our evauation of the actions taken to date. We found that a mgjority
of the audit recommendations in relation to procurement cards have not been implemented by the
Department of Personnel and Adminigtration. In fact, many of these recommendations are addressed in
thisyear’ saudit. The Department should identify what actions need to be taken to fully implement these
recommendations, notably with regard to procurement card activities, by developing an action plan to
ensure they are implemented in atimey manner.

A-1



DEPARTMENT OF PERSONNEL/DIVISION OF PURCHASING

JUNE 1994

No. 2: The Division of Purchasing should ensure the compl ete statewide implementation of the procurement card
systemfor small purchases by (a) completing the pilot project, establishing benchmarks, and eval uating the results;
(b) documenting the savings in each department including personal services' savings resulting from greater
efficienciesin purchasing operations; (c) reporting the results of the pilot project, the statusof full implementation,
and savings benchmarks; and (d) establishing atimetable for full implementation.

Department of Administration/Division of Purchasing Response:

a) Agree b) Agree c) Agree d) Agree

Agency Update - June 2001

State Auditor Evaluation - October 2001

a) Partiallylmplemented. Thepilot project wascompletedin 1999
and no quantitative benchmarks were established by the
Department.  With respect to "business expectations,”
procurement cards are absent of featuresthat would makethecard
more useful in analyzing card usage. In general the procurement
card provides payment efficiencies.

b) Not Implemented. There is no system support for measuring,
recording, and analyzing workload savings and the Department
has not mandated that agencies and institutions of higher
education manually report savingsin each department. The size
of procurement card purchases are below the limits requiring
competitive bidding, so significant efficiencies by agencies and
institutions are not expected. The procurement card primarily
facilitatesimproved controls and payment, not procurement.

c) Not Implemented. No savings benchmarks have been
established. Nowritten report of the pilot program wasdone. The
Department receives periodicreportsidentifying theagenciesand
institutions having signed card agreements, and their card usage.
Establishment of benchmarks for card usage would require an
integrated method of determining statewide expenditures by
transaction size and commodity; presently this does not exist.

d) Not Implemented. Full implementation is difficult without
statewide systems support for procurement analysis to identify
commaodity categoriesand transaction amounts The New Century
2000 Colorado Report and the State Controller have both
prioritized the need for full adoption of the card.

a) Partially Implemented. Although the pilot
project was completed, no quantitative
benchmarks were established by the
Department of Personnel and no results were
evaluated.

b) Not Implemented. The Department did not
calculate or document savings resulting from
greater efficienciesin purchasing operations.
¢) Not Implemented. The Department did not
report the results of the pilot project or savings
benchmarks, nor has it required agencies to
report card activity or progress. Inaddition, the
Department has not determined the
implementation status of the card; i.e., the
Department has not determined the usage rate
of the procurement card versus other methods
of procurement.

d) Not Implemented. The Department has not
established a method for collecting and
analyzing card activity to determine the
implementation status of the card.

A-2




DEPARTMENT OF PERSONNEL/DIVISION OF PURCHASING

JUNE 1994

No.3: TheDivision of Purchasing should fully implement the 1989 recommendations to reduce administrative costs
by (a) evaluating and identifying areasin which departments' administrative costs for purchasing could be reduced;
(b) developing programs, including increased automation, to address unnecessary activities and inefficiencies; (c)
reporting on the costs and benefitsfrom programsin appropriate budget documents, staffing plans, and performance
measures; and (d) adopting procurement rules directing all state departments to routinely eval uate ways to reduce

their administrative costs for purchasing activities.

Department of Administration/Division of Purchasing Response:
a) Agree b) Agree c) Agree d) Partially Agree

Agency Update - June 2001

State Auditor Evaluation - October 2001

a) Not Implemented. Thereis no statewide automated system for
measuring and analyzing administrative costs for procurement
cards. However, identification of areaswhereadministrative costs
can be reduced remains a priority. The Department attempts to
monitor administrative costs through Purchasing Advisory
Council Executive Committee meetings, online accessible best
practices, peer reviews, and aweb-based survey tool.

b) Partially Implemented. The Department developed the BIDS
system which features online publication of price agreements,
solicitations from state purchasing offices, and policies and best
practices. The Department hasal so changed purchasing limits. In
additiontheDepartmentiscurrently devel oping thee-procurement
system.  Electronic procurement systems have not been
implemented fully by executive agencies.

¢) Not Implemented. No historical data/analysisexistsconcerning
"individual agency or institution buyer performance.” No external
data exists "to compare the Department's performance on a per
buyer basisto that of other state agenciesor institutions of higher
education.”  The Department's procurement activities are
significantly different from those of other agencies.

d) Partially Implemented. Ruleswere not adopted. However, the
Purchasing Advisory Council Executive Committee meetingsand
the online bids system have enabled routine collaboration with all
agencies and institutions of higher education.

a) Not Implemented. During our current audit
we found that the Department has not
adequately evaluated and identified areas for
saving administrative costs related to the
procurement card system.

b) Partially Implemented. TheDepartment has
attempted to develop several programs to
address unnecessary activities and
inefficiencies. However, these programs do not
specifically address procurement card program
inefficiencies.

¢) Not Implemented. The Department did not
report on the costs and the benefits of
programs related to procurement cards.

d) Partially Implemented. TheDepartment only
adopted voluntary guidelines directing state
departments to routinely evaluate their
procurement activities. However, these
guidelines have not been incorporated into the
procurement or fiscal rules.
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DEPARTMENT OF PERSONNEL/DIVISION OF PURCHASING

JUNE 1994

No. 4: The Division of Purchasing should improve its use of data to effectively plan for and manage the state
procurement system by (@) determining the data needed by management and staff; (b) devel oping and i mplementing
cost-effective methods of retrieving and compiling data that are not available through existing management
information systems; and (c) evaluating and monitoring agencies' purchasing data for trends and patterns.

Department of Administration/Division of Purchasing Response:

a) Agree b & c) Partially Agree

Agency Update - June 2001

State Auditor Evaluation - October 2001

a) Partially Implemented. The Department generally knowsthe
data it needs to effectively plan for and manage the state
procurement system but does not have the ability to capture card
usage sufficient for analyzing opportunities for aggregate
purchasing.

b & c) Not Implemented. Theabsence of astatewideor integrated
system with procurement data capability still remains a barrier to
collectiondataanalysis. Thee-procurement systemisintendedto
give more comprehensive data collection and analysis. The
Department also developed the BIDS system which permits the
analysis of awards for competitive purchases.

a) Partially Implemented. The Department has
only identified some of the datathat are needed
by management and staff to effectively manage
the state procurement card system. The
Department needs to continue to identify and
capture datathat could be used to perform cost
and benefit analysisof the current procurement
card program.

b & c) Not Implemented. The Department has
not yet achieved a way of evaluating and
monitoring agencies' purchasing datafor trends
and patterns. Both the BIDS system and e-
procurement havelimitationsfor evaluatingand
monitoring datafor trends and patterns.
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DEPARTMENT OF PERSONNEL/DIVISION OF PURCHASING

JUNE 1994

No.6: TheDivision of Purchasing shouldimproveitsoversight of departments' procurement activitiesand practices
to ensure compliance with applicable statutes, rules, and regulations by (@) establishing monitoring standardsfor all
state departments; (b) devel oping andimplementing areporting systemwhichincludesDivision of Purchasing review
and analysis of department audit findings; (c) using a risk-based approach to establish a comprehensive audit
schedule; (d) defining appropriate enforcement actions for violations and including these definitions in the

procurement rules.

Department of Administration/Division of Purchasing Response:
a) Agree b) Agree c) Agree d) Partially Agree

Agency Update - June 2001

State Auditor Evaluation - October 2001

a) Not Implemented. The procurement rulesrepresent purchasing
and procurement standards. "Peer" purchasing agents are
involved in reviews.

b) Not Implemented. The state completed its second round of
peer reviewsin 2000. The next round is beginning this year. The
reviews are typically one day in length, which involve briefings
and discussions on findings, current policies, and procurement
trends. However, thispeer review processlikely doesnot meet the
standards of an audit. Attempts to get an additional FTE to
enhance oversight functions were not successful.

¢) Not Implemented. Agencies with more limited purchasing
delegations have routine involvement with the Department
including areview of certain purchasing documents. The nature
of purchasing islower risk.

d) Not Implemented. After procurement reviews, awritten report
is submitted. If responsesby agency procurement officialsarenot
deemed appropriate, follow-up at the Executive Director level is
available. The Procurement Rules have not been amended to
include these enforcement options.

a) Not Implemented. The Department has not
established monitoring standards specific to
procurement cards.

b) Not Implemented. The Department began
using peer reviews to monitor agencies and
institutions; however, we found these reviews
ae not an adequate or effective tool for
monitoring or providing oversight of the
procurement card program.

¢) Not Implemented. The Department has not
developed a comprehensive audit schedule
using arisk-based approach.

d) Not Implemented. The Department has
developed a procurement card violation form
that agencies can fill out to report violations;
however, it doesnot monitor, collect, or analyze
the violation forms. In addition, during our
current audit we found that the Department's
procurement reviews are inadequate.
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DEPARTMENT OF PERSONNEL/DIVISION OF PURCHASING

JUNE 1994

No. 7: The Division of Purchasing should ensure that agency purchasing personnel have adequate and consistent
guidance and instruction to perform their duties by compl eting the implementation of the 1989 Recommendation No.
27. The Division should do this by (a) preparing and distributing a user's guide to all state employeesinvolvedin
the purchasing process; (b) requiring training for all agency personnel involved in the purchasing process;
(c) developing procurement rules which interpret or operationalize statutes, where appropriate; and (d) completing

and issuing, to all agencies, the request for proposal (RFP) manual.

Department of Administration/Division of Purchasing Response:
a) Agree b) Agree c) Partially Agree d) Agree

Agency Update - June 2001

State Auditor Evaluation - October 2001

a) Partially Implemented. In 1997 the Department developed a
contracting manual. The manual contains an abbreviated
introduction to state procurement. Since 1997, the Department
distributed policies and user guides on the Lotus Notes/BIDS
system. Also in 1999, Lotus Notes was used to distribute
guidance on the application of policies and best practices.

b) Partially Implemented. A procurement course has been
completely redesigned and approved. The Department holds a
three-day basic procurement coursewhichisconducted ninetimes
per year including modules on contracting, personal service
review, specifications, and procurement cards. Agencies which
rely uponthe Department for higher level purchasing functionsare
required to attend the basic procurement course. Attendanceis
not mandated for fully delegated purchasing agencies and
institutions. Also, the Department does not mandate particular
training, as purchasing personnel turn over in fully delegated
agencies and institutions. Since September 1999, 149 persons
have taken the course.

¢) Not Implemented. The Purchasing Advisory Council Rules
Committee is no longer active. In general, the council has not
identified more rule changes that would improve efficiencies or
effectiveness in the system. However, over the past year, a
comprehensivereview of the procurement ruleswas completed by
the Department, and draft rule revisions are being prepared.

d) Implemented. The RFP manual has been posted on the Lotus
Notes system for two years. Presently thereisanew initiativeon
Lotus Notes to identify RFP best practices and improve the RFP
manual.

a) Partiallylmplemented. The Department has
prepared procurement card program guidelines.
However, the guidelines are only suggested
practices and do not carry the weight of law as
do the procurement rules.

b) Partially Implemented. The Department
holds a three-day basic procurement course,
whichincludesmodul esspecifictoprocurement
cards. However, attendance for the training is
not mandatory or required for all purchasing
agencies and institutions.

c) Not Implemented. At the time of our audit,
the Department had not identified rules that
would improve efficiencies or effectiveness of
the procurement system or the use of
procurement cards.

d) Implemented. The RFP manual has been
posted on the Lotus Notes system for agencies
to access.
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